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INTERNATIONAL FOLLOW-UP TO THE 2003 REPORT AND RECOMMENDATIONS

Over the past year, the Panel has continued to maintain its profile in the international debate on information security through contacts and participation in meetings. Among others, the Panel was represented at the Berlin meeting of the UN ICT Task Force in November of 2004, and in the Eleventh United Nations Congress on Crime Prevention and Criminal Justice in Bangkok (18-25 April 2005) and a further preparatory meeting in Seoul, Republic of Korea (13-15 January 2005). I had the privilege to act as Rapporteur for the preparatory process, and was invited to give a keynote speech at the Workhop on Measures to Combat Computer-related Crime at the Bangkok Congress.

PMP WORK PROGRAMME: INPUT TO THE WSIS

In keeping with the decisions reflected in my Report to this audience last August, the PMP concentrated its work on the elaboration of a package of recommendations to be submitted to the Tunis phase of the World Summit of the Information Society (16-18 November 2005) in which members of the Panel will also participate. As its was not possible to hold an intermediate meeting of the group in spring, the current annual meeting has been the only opportunity to take this work in hand, although individual members of the Panel have contributed preparatory papers. As a consequence, our planned input to the WSIS still needs to be finalized; a further meeting has been scheduled for tomorrow. My report can thus only cover “work in progress”. Still, we are confident that we will submit our product to the Summit on schedule. Equally, it will assume its final shape in time to be included in the annual documentation of this Seminar. 

The Panel will place its contribution under the title “Information Security in the context of the Digital Divide”, consonant with the central theme of the WSIS. As the previous paper submitted to the Summit at its Geneva phase, it will follow the format of a package of recommendations, each with an explanatory note.

The Panel’s underlying thesis is that nascent information societies – societies with a lower “Infostate”, which for all practical purposes coincides with the developing world, although developing countries demonstrate a great variety of “Infostates” – have special vulnerabilities to cyber attacks, but that at the same time information security is of special importance to them to produce confidence, effectiveness, reliability and international competitiveness. Security features must thus be built into the upgrading of these information societies from the inception. Our recommendations thus touch on measures to improve security designs and cost-effectiveness of both hardware and software.

Other recommendations concern measures to raise end-user security awareness and suggest training schedules and model education curricula. There is also a recommendation arging for a more effective anti-spyware strategy. Another recommendation, based on an analysis of new risk scenarios of cyberterrorism and even information warfare in these emerging information societies, urge awareness and identifies problems requiring legal research. The importance of making progress in the creation of a global framework of cyberlaw is also stressed. Finally, the PMP addresses the recent upsurge of Internet censorship through new filtering techniques that specially affects a number of countries in the developing world, and, in the defense of the freedom of information and the spirit of the Erice Statement, makes recommendations for multilateral action. Our list of recommendations is not yet closed. 

FURTHER WORK

Some longer-term issues contained in the work plan agreed last year remain to be tackled, and new working papers by members of the group will spur the Panel to review its work programme and to plan ahead, once the WSIS has taken place.

